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Abstract
Wireless LAN (WLAN) development has gone through a period of changes rapidly over the years somewhere around the late 1980s, the Federal Communications Commission (FCC) made a modification to it’s rules pertaining the unlicensed use of spread spectrum technology (SST). WLAN has it’s roots in the military sector since the last world war, as there is a need for radio transmissions that were secure and reliable. During the course of WLAN’s development, various equipment utilizing SST or infrared surfaced in the market, and though it appears that consumers had a variety of choices, the performance of the products was a question. Unlike most LAN equipment, which has an Institute of Electrical and Electronic Engineering (IEEE) standard to fall to, WLAN do not have a standard yet during the early 1990s. As such, the WLAN products pose an ambiguity in performance, quality and interoperatibility. Several large vendors then joined IEEE in order to come up with a standard that WLAN equipment can conform with, and on 21st July 1997, standard 802.11 was established. Since then, all development focused around the standard. However, due to WLAN’s low throughput, young age, and lack of solid and visible results, many organizations have difficulty justifying the use of WLAN due to their mobility needs. We will present an overview of WLAN based on IEEE 802.11, perform a comparison with LAN, and introduce approaches to evaluate WLAN.

1. Introduction

WLAN performs data transfer by transmitting the signals over a radio carrier of a specific frequency, a process known as modulation. The receiver extracts the data from the radio carrier, a process known as demodulation. Both the sender and receiver have to agree on the frequency used for modulation and demodulation. IEEE 802.11 has regulated the use of radio carrier in the spectrum band of 2.4 GHz to 2.483 GHz. Under FCC’s spectrum allocation [1], this is the Instrumentation, Scientific and Medical Band (ISM Band). In Singapore, this band is known as the Low Power (LP) devices band [2]. Similar to LAN, a WLAN has several topologies [3, 11], which it can be based on, depending on the requirements of the network.

Similarly to LAN’s Network Interface Card (NIC), WLAN workstations will require an adapter card, which functions as transceiver. Workstations then access to the wired central servers via Access Points (AP).  The AP has a limited range, and therefore multiple APs are employed to provide roaming for the mobile nodes. Extension Points (EP) are used as repeaters, and it relays data whenever the distance between the mobile node and AP is too far [4].

IEEE 802.11 requires WLAN equipment to utilize SST for modulation and demodulation. SST was first pioneered by the military sector [5] to achieve secure and reliable wireless transmissions. SST is based on the principle that by using more bandwidth than necessary, electromagnetic interference (EMI) can be reduced [6]. There are two main techniques, namely Frequency Hopping Spread Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSSS) [7]. In FHSS, the radio carrier frequency constantly changes, or “hops”, so that it will not always stay in the same channel. Therefore the effects of bad frequency sectors due to EMI is thus being averaged out, as shown in Fig 1.1.

In DSSS, the data signal is spread on a larger band to minimize interference in a particular frequency and background noise. The data to be send is being modulated by a code, and demodulated by the same code when it is received on the other end, as shown in Fig 1.2. Therefore, interference is minimum [8].


The differences between the two SSTs are the complexity of technique, network overheads and bandwidth sharing. While DSSS is more complicated, FHSS introduces complications to the MAC layer of the OSI/RM reference model due to the management of hop patterns, and therefore FHSS has also more overheads. DSSS offers a few channels, which are totally separate, while FHSS offers different hopping patterns, which are prone to collisions when two or more systems with different hopping pattern is employed.

Some factors and specifications affect the performance of WLAN. A few of them includes throughput, range, transmission power of transmitters, sensitivity of receivers, and signal to noise ratio [9].

To counter the common network problems such as collisions, data packet losses and incorrect address delivers, WLAN employs preventive and corrective techniques such as carrier sense multiple access/collision avoidance (CSMA/CA) , retransmissions, fragmentation, request to send/clear to send (RTS/CTS) [10]. 

2. Comparison  Criteria

A comparison was made on some of the more concerning factors that affect the decision of implementing a WLAN.

2.1 Cost

Costs depends on the structure of the organization, its network size, locations, and financial leverages. WLAN initial installation cost more than LAN installation, due to the expensive and complex SST equipment. In Singapore where licensing cost is required, as promulgated by TAS, add on to the hardware costs. LAN installation is less expensive as the large portion is taken up by hardware, such as NICs, and cables plus it’s installation costs. Furthermore the cost is spread across a much larger user base as compared to WLAN.

As time progresses, the maintenance cost of LAN increases as cables presents problems, and connection or data integrity problem arises. A reshuffling, renovation, or new floorplan will require activities that will add up to the maintenance costs significantly. The activities include removing old cables, reshuffling of furniture to make way for the new cables, drilling holes and pulling new cables. Respective organizational operations that depend on the network will come to a halt, which will affect business functions which in turn affects the financial aspects. WLAN cost less to maintain [11], as cost associated would be hardware costs, and the failure rate of hardware is seldom high. 

Specific costs savings for WLAN installation preferred to LAN installation in organizations are hard to justify, as factors such as the frequency of reshuffle, cost of maintenance and labor, size of organization, comes in. The decision to use either LAN or WLAN, or to use WLAN to augment LAN will therefore need an evaluation that takes into consideration the problems identified in present situation, and future situations such as the rate of organizational change or renovation. Financial budget and higher management interference may also affect the decision.

2.2 Performance

Organizations using the basic Ethernet as LAN will have the data throughput as 10 Mbps.  WLAN’s throughput based on SST is 2 Mbps. This is lower than Ethernet, and loses out to some other LAN technology such as Token Ring, which is able to run at 4 or 16 Mbps, or ATM, which runs at 622 Mbps, and not to mention Fast Ethernet and Gigabit Ethernet. Furthermore, it is only recently that a 11 Mbps WLAN technology was developed by Harris Semiconductor [12]. WLAN technologies other than SST, such as direct infra-red and diffuse infra-red, are still slower as compared to most LAN technologies. This is one of the entry barriers to WLAN which organizations are facing, as the low performance made it hard for financial justifications. Furthermore, LAN has been around for so long enough time and the confidence in performance is an undisputed factor.

The fact that WLAN has a much smaller throughput [13] than LAN is due the medium, which the data propagates, the complexity of SST, and the redundancy added to ensure accuracy.  In LAN, the guarantee in performance is due to the fact that it is linked physically, thus achieving speedy and reliable connections. In addition, LAN equipment has generally been advancing all these years rapidly to meet the large user demand for high performance. WLAN is still young in terms of age. 

2.3 OSI/RM layers

The difference between LAN and WLAN is in the Physical Layer and the Data Link layer. In the physical layer, the medium would be the obvious difference [14]. LAN uses cables while WLAN uses the radio spectrum. In the data link layer, there is a difference in the technology utilized. Ideally, all other layers should be similar, but in the real world, complications in one layer often affects the other.

2.4 Mobility, Scalability and Reshuffling

 WLAN provides mobility where LAN cannot [15]. This is one of the main reasons, which can be justified by common sense, why some organizations are switching to WLAN, especially if the nature of certain positions requires critical real time updating of database, with highly mobile staff. 

A WLAN is more scalable [15, 16] than LAN due to it’s “plug and play” style of installation, with no laying of groundwork for cables involved. A scale up would involve additional installations of new APs and EPs in strategic locations to extend the range of the network.  Reshuffling of the office in a WLAN environment takes up only hours while that of a LAN environment can easily take up a day or several days or even months, depending on the scale of the activities involved.

2.5 Security

In WLAN, the radio signals can propagate beyond the confinements of the building, thus being put at a risk of information being tapped from an outside hacker. However, it is noticing that security should not be a worrying concern is as WLAN’s SST [17] was first pioneered by the military. In a military organization, security is of a strict concern, as it will affect the sovereignty of their country. Thus the military would not have developed a technology, which pose severe problems in the security aspect, and furthermore it is a wireless communications technology. In addition, the two main techniques of SST are complex, and by nature itself difficult or impossible for outsiders with ordinary equipment to tap. Furthermore, traditional methods of intercepting radio transmissions cannot detect a spread spectrum signal, which is the basis of SST. 

If the hacker tries to use similar SST hardware as used by the targeted organization, he cannot decipher the data signals due to encryption features on the SST hardware on the organization’s side. For example, it is impossible for the hacker to tap a FHSS hardware’s frequency hopping pattern even if he does possess a similar equipment, because the hop pattern would be unique only for that organization. Similarly, it is also impossible for the hacker to tap a DSSS hardware’s modulation code, because that code would be unique to the organization. The hop pattern and codes are unique in the sense that the organization’s IS department may have made decisions to use a certain hop pattern or code, and it may be changed frequently to tighten the security aspect.

For organizations who are still not confident of the SST’s data handling and encryption techniques, they may choose to modify their building or location side walls with RF shield materials which prevents the leakage of the transmissions.

Therefore the only security threat comes from a hacker who belongs to the same organization, and has the intention to make unauthorized access. This is thus a similar problem which a LAN based organization is facing. 

3.
Advantages and Disadvantages

This section detail the advantages of and disadvantages of WLAN as compared to LAN, based on the key differences made in the previous section.

3.1 Advantages of WLAN

· Cost savings in the long run.

Although it has a high initial cost, contributed by the hardware utilizing SST, in the long run it cost much less to maintain than wires, as discussed in the previous section. Further cost savings is achieved via efficiency due to the high mobility of the staff, which reduces the man-hour costs.

· Limitation and Flexibility 

WLANs could be fully setup in a much shorter timeframe. This is a significant decrease from wired LANs because of the time and cost of laying cables. Reshuffling of office physical layout or organizational structure can be done without obstruction by the cables. In the case of linking network from building to building, the use of a directional antenna can be setup within a short time, as compared to laying underground cables.

· Adaptability to change 

In the case of an organizational expansion, WLAN is more scalable than LANs, simply by adding relevant hardware, and getting all the necessary devices installed with a WLAN adapter card. In the case of LAN, pulling cables through walls to the desired locations takes up more time and work. Furthermore, there may be a need to re-run existing cables to cater for a change in office physical layout plan.

· Reliability and down time 

WLAN’s utilizing SST increases the channel bandwidth of the signal to make it less vulnerable to interference. It is unlikely for a party to eavesdrop on a WLAN utilizing SST due to the complexity of the techniques involved in FHSS and DSSS.  

· Complexity of planning. 

WLANs augment wired LANs. If an organization is trying to extend existing LANs, a WLAN can be used to connect wired LANs. WLANs are compatible with Ethernet and token-ring LANs with the use of APs. In the case of a new organization, the decision to adopt a WLAN installation will not interfere with the structure and layout planning of the new building, whereas as for LAN connection, considerations have to be made to the floorplan to cater for the location of the cables. 

3.2  Disadvantages of WLAN

· Low throughput 

WLAN utilizing SST has a throughput of 2 Mbps. Recently a 11 Mbps WLAN is possible according to Harris Semiconductor’s recent development. With an Ethernet and token-ring LAN, the throughput is between 10 to 16 Mbps. Fast Ethernet reaches 100 Mbps and Gigabit Ethernet reaches 1000 Mbps. WLAN is efficient enough if it is dealing in text files or e-mail files. If it is dealing with graphics and charts, it will take a certain length of time for the information to arrive at the workstation.

· High initial cost for hardware.

The initial cost for WLANs are high. Recoup for a wireless LAN system is possible when the organization makes a couple of reshuffling. With a wired LAN, it is more costly in the long run if the organization makes  frequent reshuffles.   

· Current developments and results

WLAN has gone a long way to have a standard approved by IEEE. During the time before it was approved, there are various WLAN products, which are low in performance, and they cannot interoperate. It may be during those times, WLAN may have left a bad mark in many organizations, which have utilized those products. Currently the approved standard has boosted confidence for newly setup organizations who wish to venture into WLAN, but it’s age, promise and familiarity as compared to LAN is a long way behind. Furthermore, many new organizations may be waiting for results to be seen in those who have used WLAN, before they make a decision to install WLAN. Therefore, at this point of time WLAN will be seen as a complement to LAN systems, instead of a full-fledged independent system.

4. Evaluation of WLAN 

For this section, approaches will be presented that provides analysis to evaluate the feasible use of WLAN over LAN. These are aim for organizations that are setting up a new branch, and considering WLAN as the initial option in installing their network.  

The approach consists of three steps, namely needs evaluation, cost evaluation, pilot project and performance evaluation. Sufficient funds and manpower must be allocated, and commitment from the higher management levels must be made for the whole of the evaluation process. In addition, a fixed period for calculation of cost savings, preferably in number of years, have to be decided and used throughout needs evaluation and cost evaluation.

4.1
Needs Evaluation

This evaluation identifies the network users’ mobility, data and security considerations, the types of data to be used in the network, and identify a suitable type of WLAN equipment.  

· User and data considerations

Records of the post, roles and responsibilities of network users are obtained from the HR or administration department and analyzed.  It would be preferable if a network user from each of the post were to be gathered, and a detailed analysis to be carried out to determine their mobility needs, the efficiency and cost savings if WLAN was adopted. Feedback from the users is important, as they reveal the nature of their work, and whether mobility will enhance their efficiency, or merely a convenient aid. With mobility possible while accessing the network, efficiency increases, time savings is achieved, and subsequently man-hour cost is saved. However, efficiency and time savings will also be dependant on the type of data used, and the size of transfer. Generally, time savings and efficiency can be achieved if basically the data involves in only text files, which are low in size. In the case of graphic files or voice data that are large in size, the transfer might seem to take forever and no time savings is achieved, and efficiency decreased. Whether the data is purely text, or by default large in size, or a mixture of both, the time savings need to be calculated accordingly.

In the calculation of time taken to transfer data, a typical throughput value of 2 Mbps should be used, since currently this is the optimum speed that is found in most products. 

The total man-hour cost savings for all identified posts will be calculated based on time savings due to increased mobility. It will depend on the individual organizationn to formulate its calculation methods for man-hour cost saved, due to the different practice in salary formulas. The calculated cost savings will be used to aid cost evaluation.

· Security considerations.

Most decisions will be made during the WLAN equipment considerations, but additional security options regarding RF shield material walls and security accessories like firewalls may be considered, or to outsource the consideration to the consultants in the cost analysis. The additional security costs will affect the calculations in WLAN cost analysis.

· WLAN equipment considerations

A detailed research will be carried out on the different types of WLAN hardware in the market. The hardware may include WLAN adapter cards, APs, EPs, and maybe directional antennas. There are several important considerations, which includes, cost, hardware specifications, interoperatibility with other brands, the use of a standard, such as IEEE 802.11, reliability information, type of technology and after sales services provided, as well as maintenance services. Often, such information from the vendors itself may not be enough, and the aid of consultants may be necessary, or to look for research done by independent bodies on these equipment. It will depend on the organization to do priority decision, whether cost, specification or reliability is the core determinants in deciding the correct equipment. Once the specific types of hardware are decided, it will be used to aid calculation in the cost evaluation.

4.2
  
Cost Evaluation

Based on the past records and experiences, factors like initial installation cost, maintenance cost, number of structural scale ups and scale downs, and physical reshuffles in their existing offices running LAN are obtained from the financial department and logistics department and analyzed. From this, a cost analysis is performed based on the anticipated size of network for the new branch. All anticipated LAN hardware costs, cable costs, installation costs, scale costs and reshuffle costs are calculated, based on the study on previous experiences.  

With the cost analysis for LAN done, a similar one will be done for WLAN installation. However, this will be a more difficult one, as there are no past records to aid in the calculation. As such, it will be advisable to outsource the cost analysis for WLAN installation to a consultant, and providing all necessary information such as the anticipated size of network, layout of the building, any security costs or decisions as performed and the preferred type of WLAN hardware as identified in needs evaluation, the anticipated number of  organizational restructure and physical reshuffles, and the period of time as decided earlier. It is advisable also to select and deploy IS managers and specialists to work hand in hand with the consultants, as this will provide them with an exposure of WLAN installation planning. It is important that both parties check and re-check the information given, and to pose questions if any ambiguity arises to ensure a faithful calculation. Care should be taken not to reveal strategic decisions as this will pose a threat to the security of the organization’s sensitive information and issues. 

The consultant will then be able to calculate the number of hardware, of different types and their strategic locations, based on the size of network, the office layout, the costs, and make adjustments according to the cost and reliability of the equipment, and any radio usage license cost for the particular region. The organization should also request them to come out with a layout of the strategic positions of the hardware.

When the results are released a comparison between the total anticipated costs for WLAN and LAN is made, with adjustments made to the WLAN results according to the total man-hour cost savings. It will then depend on individual organization to decide whether the cost savings, if any, will justify for the use of WLAN equipment. If the result is a feasible one, a pilot project can be commenced.

4.3
Pilot Project

With the cost justifications done, the next step would be performance justification in the practical aspect. A full implementation is possible, but setting up a pilot project prevents the full cost of a total implementation if the practical results are unsatisfactory. It will also reveal practical problems, which cannot be gleaned from the vendor’s brochures or specifications. As such, pilot projects allow a return path chance of changing WLAN hardware, or if several projects fail to provide results, to adopt back LAN. 

A pilot project planning will be done by the same IS staff who has went through the analysis phase with the consultants. The planning will include several phases and factors.

· Pilot Site

A pilot site has to be located. This is probably one of the existing offices available. The location and size of the pilot site will be dependent on factors like location constraints, operational aspects of the office, the financial budget approved by the financial department, and the size of the pilot network. 

· Project Team

With the location decided, the existing working staff in that office will be the project team responsible for the feedback of benefits or problems. The project team will consist of managerial staff and specialists. A meeting will be held with the project team of their roles and responsibilities during the pilot project phase, and ensure that full support and commitment is achieved.

· Performance Assessment Methods

The IS planners will have to come up with a method to assess the performance of the WLAN. They may obtain previous assessment methodologies employed for their previous LAN installations from their own IS department, and modify accordingly to the needs of WLAN, or to come up fresh one based on previous methods and experiences. Assessment forms are produced with all key assessment elements, and they are to be recorded by the network users in the project team identified, or the IS staff as deem fit. The period of assessment will depend on individual organizations.

· Hardware Acquisition and Installation

The brand and types of hardware as identified in the needs evaluation will be acquired on a trial basis from the vendor, if possible, to further minimize cost. The equipment layout as done during the cost analysis could be used as a reference to install the hardware at strategic locations to allow smooth operations. Vendor support is required whenever installation problems occur.

· Daily Operations and Management

Once all hardware is installed, and network settings decided, the project is put on the run. Ideally, the existence of WLAN should be transparent, since there is no change to the daily work routines of the project team, except that now the team is highly mobile, and the additional recording of the assessment forms. The IS staff should oversee and provide support throughout the whole pilot project phase whenever problem occurs. They should also make record of observations on their part for any special or unplanned occurrences. They may also wish to contact vendors for technical support.

· Project Debrief

At the end of the project, a debrief for the project team is necessary to collect assessment forms, gather feedback and recommendations. Mutual communication between the IS staff and the project team is necessary to ensure that the debrief is a faithful and informative one. Different debriefs for different positions may be necessary to isolate biases and unnecessary arguments, as well as to see things at different point of view. 

4.4 Performance Evaluation

Assessment forms and record of observations are compiled and evaluated to determine whether the practical performance of the WLAN hardware correlates to it’s specifications, and performs to its expectations. This will also evaluate whether all cost and time savings are as anticipated in the needs evaluation and cost evaluation. There are three possible outcomes out of this performance evaluation. First is that the results are as anticipated and a full WLAN implementation planning will be carried out. Secondly, the results do not justify financially, and a LAN implementation is chosen. Thirdly, from analysis of the practical evaluation, a few or several processes are found to be out of place or incorrect, such as the evaluated time savings do not relate closely the calculations as performed in the needs evaluation and cost evaluation, or that the hardware do not perform as well as expected. Therefore, the particular processes will be performed again if possible.  

The figure below, fig 4.1 is the framework below summarizes the activities performed in these approaches.

5. 
6. Conclusion

In this paper, we introduce approaches to selecting either WLAN or hard-wire LAN for organizations setting up a new branch. Future recommendations would be to produce similar approaches for the augmentation of WLAN into LAN, and a total switchover from LAN to WLAN.
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Fig 4.1 Informal approach to evaluate WLAN against LAN.
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